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LEGAL

DISCLAIMER

The information in this document is intended as a guide only and is subject to change without notice.

The eCrypt family  of  related marks are exclusive properties of,  and trademarks or registered trademarks of,  eCrypt 
Technologies, Inc.

BlackBerry®, RIM®, Research In Motion®, SureType® and related trademarks, names and logos are the property  of 
Research In Motion Limited and are registered and/or used in the U.S. and countries around the world. Used under 
license from Research In Motion Limited.

Copyright © 2008 eCrypt Technologies, Inc. All rights reserved.

SOFTWARE END USER LICENSE AGREEMENT AND TERMS OF USE

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR 
USING THE SOFTWARE. BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OR OTHERWISE 
EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU CONSENT TO BE BOUND BY 
THIS AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN DO 
NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE.

This  Agreement is an agreement between you (either as a direct customer or as a representative/agent  authorized to 
bind the customer) and eCrypt Technologies,  Inc. ("eCrypt"), which covers your use of  the eCrypt™ software product 
and related software components that accompany this Agreement (collectively, the “Software”).

GRANT OF LICENSE

Upon receipt of  payment for the Software, eCrypt grants to you (the "Licensee"), subject to the terms and conditions 
of  this Agreement, a non-exclusive, non-transferable right (the "License") to use the Software and its accompanying 
documentation (the "Documentation").

Your License allows you to install one copy  of  the Software on one electronic device for which the Software was 
designed (a "Client  Device"). The Software is licensed as a single product; it may  not be used on more than one 
Client Device or by more than one user at a time.

OWNERSHIP RIGHTS

eCrypt owns and retains all right,  title and interest in and to the Software, including all copyrights, patents, trade 
secret rights, trademarks and other intellectual property  rights therein. Such rights are protected by  United States 
copyright laws, other applicable copyright laws, and international treaty  provisions. Your possession,  installation, or 
use of  the Software does not transfer to you any  title to the intellectual property  in the Software, and you will not 
acquire any  rights to the Software except the limited right to use it as expressly  set forth in this Agreement. eCrypt 
retains all rights not expressly granted herein.

RESTRICTIONS ON USE

You may  not rent, lease, loan, resell or otherwise transfer the Software. You may  not  permit third parties to benefit 
from the use or functionality  of  the Software. You may  not transfer any  of  the rights granted to you under this 
Agreement  to third parties without  eCrypt's written approval and subject to written agreement by  the recipient of  the 
terms of this Agreement.

You may  not reverse engineer, decompile,  defeat license encryption mechanisms,  or disassemble the Software, 
except to the extent the foregoing restriction is expressly  prohibited by  applicable law. You may  not modify, or create 
derivative works based upon the Software, in whole or in part. You may  not copy  the Software or Documentation 
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except as expressly  permitted in this Agreement, and all permitted copies must contain the same proprietary  notices 
that appear on and in the Software and Documentation.

You may  not remove any  proprietary  notices or labels on the Software. All rights not  expressly  set forth hereunder are 
reserved by eCrypt.

LIMITATION OF LIABILITY

TO THE MAXIMUM EXTENT PERMITTED BY LAW, IN NO EVENT SHALL ECRYPT BE LIABLE FOR ANY 
DAMAGES WHATSOEVER, INCLUDING, WITHOUT LIMITATION, INDIRECT, SPECIAL, INCIDENTAL, 
EXEMPLARY OR CONSEQUENTIAL OR PUNITIVE DAMAGES, DAMAGES FOR LOSS OF BUSINESS PROFITS 
OR REVENUES, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION OR CORRUPTION OR LOSS 
OF DATA, FAILURES TO TRANSMIT OR RECEIVE ANY  DATA, PROBLEMS ASSOCIATED WITH ANY 
APPLICATIONS USED IN CONJUNCTION WITH THE SOFTWARE, DOWNTIME COSTS,

COSTS OF SUBSTITUTE GOODS, FACILITIES, OR SERVICES, COSTS OF CAPITAL OR OTHER PECUNIARY 
LOSS ARISING OUT OF OR RELATED TO THIS AGREEMENT, WHETHER OR NOT SUCH DAMAGES WERE 
FORESEEN OR UNFORESEEN, INCLUDING, WITHOUT LIMITATION, THE USE OF OR INABILITY TO USE THE 
SOFTWARE OR ANY THIRD PARTY SOFTWARE.

LICENSEE’S USE OF THE SOFTWARE IS ENTIRELY AT LICENSEE’S OWN RISK.

DISCLAIMER OF WARRANTIES

YOU ACCEPT THE SOFTWARE "AS IS," AND ECRYPT (AND ITS THIRD PARTY SUPPLIERS AND LICENSORS) 
MAKES NO WARRANTY AS TO ITS USE OR PERFORMANCE. TO THE MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW, ECRYPT (AND ITS THIRD PARTY SUPPLIERS AND LICENSORS) DISCLAIMS ALL OTHER 
REPRESENTATIONS, WARRANTIES, AND CONDITIONS, EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE, 
INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OR CONDITIONS OF MERCHANTABILITY, 
SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT.

RETURN POLICY

The Software cannot be returned for a refund. Should you experience a problem with any purchased software, eCrypt 
offers support services to assist with any technical issues. There are no refunds on any software that has been 
installed, downloaded, or emailed to you.

SUPPORT SERVICES

Some software and services purchased from eCrypt may include limited free support. Most free support is available 
through our website/email, unless otherwise specified. If you require more advanced technical support or require 
telephone assistance, additional consulting services or a support plan may be required. We reserve the right to 
change our support policy at anytime. To contact our support department for assistance, visit the Tools and Support 
page on our website.

INSTALLATION

You must make every attempt to safeguard your data and other files during installation, during upgrading, or when 
installing an update.

eCrypt does not assume responsibility for loss of data or any other losses that result from installation, upgrading, or 
updating of the software. You may not use a prior version or copy of the Software after you installed, downloaded or 
otherwise began using an upgraded version of the Software; upon upgrading the Software, all copies of the prior 
version must be deleted or destroyed.

NO UNLAWFUL OR PROHIBITED USE

You agree that you will not use the Software for any purpose that is unlawful. You acknowledge that Software 
licensed or sold to you is subject to export and use restrictions and regulations of jurisdictions including but not limited 
to the United States of America.

You confirm that Software obtained from eCrypt will not be exported or re-exported (i) into (or to a national or resident 
of) Cuba, Iraq, Libya, North Korea, Iran, Syria, or any other countries subject to United States trade embargoes; or (ii) 
to anyone on the United States Treasury Department’s list of Specially Designated Nationals or the U.S. Commerce 
Department’s Table of Deny Orders.

By downloading or using the Software, you represent and warrant that you are not located in, under the control of, or 
a national or resident of any such country or on any such list. You also confirm that you will not use Software obtained 
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from eCrypt in breach of any laws or regulations and will comply with export and use regulations of the United Stated 
of America, and if applicable, any other jurisdiction.

GOVERNING LAW

This Agreement is governed by the laws of the State of Colorado, U.S.A. If, for any reason, a court of competent 
jurisdiction finds any provision of the Agreement or portion thereof, to be unenforceable, that provision of the 
Agreement shall be enforced to the maximum extent permissible so as to effect the intent of the parties, and the 
remainder of this Agreement shall continue in full force and effect.

ARBITRATION

All unresolved disputes arising under this Agreement shall be submitted to arbitration under the rules of the American 
Arbitration Association in Boulder, Colorado, U.S.A. The arbitration will be conducted in English and the award of the 
arbitrator shall be binding and may be entered as a judgment in any court of competent jurisdiction.

ENTIRE AGREEMENT

This Agreement is the entire agreement between eCrypt and you, the Licensee, and supersedes any other 
communications or advertising with respect to the Software. This Agreement may be modified only by written 
agreement signed by authorized representatives of Licensee and eCrypt.
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GETTING STARTED
Before you install and use eCrypt for BlackBerry, you should know that:

✓ your contacts need a licensed copy of the software to de-crypt messages. 

✓ once completely deleted, a Private Tunnel cannot be reproduced.

✓ you can only send an encrypted message to one contact at a time. If you send an email to more than one recipient, 
the message will not be encrypted (even if you have Private Tunnels with those contacts).

✓ attachment encryption is not supported. When encrypting forwarded emails containing attachments, attachments 
will be stripped on the BlackBerry® device but will be available in the mailbox.

✓ V-Cards will be removed if sent encrypted. They won’t be available on the handheld or in the mailbox.

✓ eCrypt encrypted messages cannot be forwarded to and read by other contacts. Only the original sender and 
recipient can decrypt that message.

SYSTEM REQUIREMENTS
Before you install eCrypt for BlackBerry, be sure that you have:

✓ a BlackBerry data plan that includes Internet service.

✓ at least 1 (one) active email account on your BlackBerry® device.

Don’t have one? Set one up right on your device! On your BlackBerry device desktop, select the Email 
Settings icon. (To see it, you may need to unhide hidden icons by simultaneously clicking ALT and your 
trackball. Select Show All.) Follow the prompts to set up your email.

Contact your BlackBerry service provider or, if you require assistance, visit http://na.blackberry.com/eng/
support/blackberry101/setup.jsp#tab_tab_email.

✓ supported system software on your BlackBerry device (based on your device series):

BOLD™
SERIES

CURVE™
SERIES

PEARL™
SERIES

8800
SERIES

8700
SERIES

7200
SERIES

7130
SERIES

7100
SERIES

7500
SERIES

4.7 4.3 4.6 4.2 4.2 4.1 4.2 4.1 4.1

4.6 4.2 4.3 4.1 4.1

4.2

Tip: To find the current version 
of the system software on your 
BlackBerry device, go to: 
Options > About. 

✴ Running an unsupported version? You can 
upgrade or downgrade using BlackBerry® 
Desktop Manager. Go to http://
na.blackberry.com/eng/support/downloads/
download_sites.jsp. Select your wireless 
service provider and device model then 
download the file to your computer.
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INSTALLATION
Important: Follow these steps on your BlackBerry® device.

INSTALLING THE SOFTWARE
1) Open your eCrypt for BlackBerry Order confirmation email. Scroll down and click the Download Link.

2) The eCrypt end user license agreement appears. After reading, you must select I Agree to continue. 

3) The Product Download screen appears. Select the Download button. 

4) After the installation, “The application was successfully installed” dialog box appears. Click OK. 

5) If you are prompted to reboot, select Yes. If you do not receive a prompt, exit the browser.

ACTIVATING THE SOFTWARE
1) Click on the new eCrypt icon on your home page. You may be prompted “To get started, refer to ‘Getting Started’ 

in the User Guide, or go to online help.” Select Continue without help.

2) When prompted to “Activate your license to continue,” click OK.

3) Select the connection option or select “I don’t know.” Unable to establish a connection? See the Connection Tip 
below. 

4) When you receive the “Activation successful!” prompt, click OK.

5) You will be prompted to “Click on tutorial (below) to learn how to set up Private Tunnels”, click OK.

6) Exit the Advanced Options window.

Connection Tip: If you can’t get a connection, check your Access Point Name (APN) information. Select Options > 
Advanced Options > TCP.   In the APN field, enter the values based on your service provider (below). Save and exit. 

SERVICE PROVIDER APN VALUE USERNAME PASSWORD

SERVICE PROVIDER APN VALUE USERNAME PASSWORD

AT&T isp.cingular leave blank leave blank

Cingular Blue proxy leave blank leave blank

Cingular Orange wap.cingular wap@cingulargprs.com CINGULAR1

T-Mobile wap.voicestream.com leave blank leave blank

Others internet.com leave blank leave blank
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USING THE SOFTWARE
Before using your software, you need to establish a Private Tunnel with your key contacts. A Private Tunnel is an 
encrypted connection between a sender and recipient. 

Important: In order to create a Private Tunnel, both contacts must have eCrypt for BlackBerry installed. 

CREATING A PRIVATE TUNNEL

1) Open your Address Book.

2) Select the contact with wish you want to create a Private Tunnel.

3) Click the BlackBerry menu  button. A menu appears.

4) Select Create Private Tunnel. When prompted, select the desired email address:

a. If your contact has more than one email address, click the first email address. A full list of the contact’s email 
addresses appears. Scroll to the desired email address and click to select it. Select OK.

b. If your contact has only one email address, select OK.

5) A prompt appears to confirm that the email address has been added to the Secure Contact List. Click OK.

Tip: If you added the wrong email address, go to eCrypt > Advanced Secure Contact List. Click Edit and 
scroll  through the list to locate the email address. Click the BlackBerry menu  button and select 
Remove.

6) Compose an email to the contact in your Secure Contact List.

7) Type and send your email. Sending the message may take a few moments.

a. Your contact will receive the encrypted email with your message and a Private Tunnel request. After opening 
the email, the contact will be prompted to Accept or Refuse the Private Tunnel request.

b. After the contact accepts the request, you will receive an automated response email.

8) Open this email. The prompt confirms that the Private Tunnel is complete. Click OK. 
Your device sends an automated response to your contact – confirming the Private Tunnel. Sending this 
message may take a few moments.

9) When your contact receives and opens the automated email response, your Private Tunnel is active. If you 
receive a confirmation email, open the message and, when prompted, click Yes. 

Note: All future emails to this email address will be encrypted automatically.

SENDING A SECURE EMAIL

Once you have a Private Tunnel set up with a contact, you do not need to do anything differently to send a secure 
email.

1) Compose an email to a contact in your Secure Contact List.

2) Type and send your email. Sending the message may take a few moments.
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DELETING A PRIVATE TUNNEL

Important: To delete a Private Tunnel, both parties must complete these steps. Once terminated, a Private Tunnel 
cannot be recreated.

1) Click the eCrypt icon on the home page. The Advanced Options screen opens. 

a.  Scroll down to locate the Secure Contact List.

b. Select the Edit checkbox. Scroll down to locate the email address you’d like the remove.

c. Click on the email address. The address appears highlighted and the option Full Menu appears. 

d. Select Full Menu. From the menu, select Remove.

e. Scroll up and click the Edit checkbox to remove the checkmark. 

f. Exit out of the Advanced Options. 

2) Open your Address Book. Open the applicable contact name and click on the email address. A menu appears.

3) Select Edit. The Edit Address screen appears. 

a. Scroll down to the eCrypt Secret Key field.

b. Click your BlackBerry menu  button. Select Clear Field. Confirm that you want to clear the field.

c. Scroll down to the eCrypt Private Key field.

d. Click your BlackBerry menu button and select Clear Field. Confirm that you want to clear the field.

e. Click your Menu key and select Save.

f. You’ll be returned to the Address Book list of contacts.

UNINSTALLING THE SOFTWARE

1) Select the Applications icon on the home page.

2) Select the Options icon. The Options screen appears. 

3) Select Advanced Options. The Options-Advanced screen appears. 

4) Select Applications. The Applications screen appears.

5) Scroll to eCrypt and select the BlackBerry Menu  button. 

6) Select Delete from the menu. 

7) Follow the prompts to reboot your BlackBerry device.
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ADVANCED OPTIONS

ACTIVATE LICENSE button - used to activate your eCrypt software on your device.

TURN ECRYPT ON - turns eCrypt ON (when checked) and OFF (when unchecked). OFF disables eCrypt.

ENCRYPT SUBJECT - message subjects are encrypted (when checked) and not encrypted (when unchecked).

PROMPT ME IF PRIVATE TUNNEL DOESN'T EXIST - eCrypt will always prompt you to create a Private Tunnel 
when you email, or reply to, a contact with whom you do not already have a Private Tunnel.

PROMPT ME IF CONTACT DOESN'T EXIST - eCrypt will always prompt you to Add and Secure the contact, when 
you email, or reply to, a contact that does not exist in your Address Book.

PROMPT ME TO DECRYPT MESSAGES - eCrypt will always prompt you to decrypt an encrypted email (when 
checked). eCrypt will automatically decrypt emails (when unchecked).

HELP button - opens eCrypt Advanced Help.

TUTORIAL button - opens tutorials on Installation and Creating Private Tunnels.

ABOUT button - displays eCrypt software information and device information. This information is required when 
requesting support.

INVITE FRIENDS button - opens an email containing an invitation to try eCrypt for BlackBerry. Add an email address 
to the To field and send. 

RESTORE DEFAULTS button - resets your Advanced Options to their default state.

SECURE CONTACT LIST - contains the email addresses with which you have Private Tunnels. You do not need to 
edit this area unless directed to do so by the User Guide or Support.
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TROUBLESHOOTING

PROBLEM POSSIBLE CAUSE SOLUTION

The Keys don’t match 
prompt appears when I 
receive encrypted emails 
from a secured contact.

A. The Private Tunnel between 
you and this contact was 
disrupted

A. When prompted with the Keys don’t 
match prompt, select Yes to recreate the 
Private Tunnel.

B. Your contact is forwarding you 
an encrypted message 
belonging to a different Private 
Tunnel.

B. Encrypted messages cannot be 
forwarded outside of the Private Tunnel 
used to create them.

My BlackBerry is slow to 
encrypt/ decrypt messages 
and/or freezes.

A. The email trail that you are 
trying to encrypt and/or decrypt 
is very large.

A. The longer the email trail, the harder 
your device has to work to secure it. Use 
the Delete Original Text option on your 
menu when replying to a message.

Tip: Long message trails also contain large 
amounts of data. If you are on a limited data 
plan, you are incurring additional changes.

B. You have a lot of contacts in 
your Address Book.

B. To encrypt and decrypt messages, 
eCrypt for BlackBerry needs to complete 
a scan of your Secure Contact List (to 
verify if the addressee appears there) as 
well as your Contacts (to locate the 
encryption/decryption key).  If you have a 
lot of contact entries this may cause your 
device to appear to freeze.  The only 
remedy for this is to upgrade your device 
to a more robust device, such as the 
BlackBerry Bold. 

C. You have too many applications 
installed on your BlackBerry and 
are low on device memory.

C. Remove the applications you don’t use. 
For detailed instructions, refer to your 
device’s User Guide at: http://
na.blackberry.com/eng/devices.

D. You have too much media 
stored on your BlackBerry and 
are low on device memory.

D. Use an SD Card for storing music, 
videos, and pictures instead of storing 
them directly on your device.

After installing the software, 
I get the prompt: 
The application is not 
registered for this device.

A. You entered your PIN # 
incorrectly on your order.

A. Contact support@ecryptinc.com to 
resolve the issue.

B. You installed software that is 
licensed to another device.

B. Uninstall the software - refer to the 
Using the Software section of this User 
Guide for instructions.  Visit 
www.ecryptinc.com to purchase your 
own license.

When I send email, I’m 
prompted to Connect using 
BES/ MDS, BIS.

You haven’t activated your 
license.

Click the eCrypt icon to launch the eCrypt 
Advanced options. Select Activate 
License.

Still having problems? Contact us: support@ecryptinc.com
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